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The Internet allows Information Sharing to become a reality, and deeply affects 
people's lives. However, with the stolen of enterprise's core technology and important 
customer information which caused the customer churn occurring frequently, the 
disadvantages of the Internet have attracted all the enterprise's attention and reflection. 
In the use of the advantages of Information Sharing, at the same time, how to 
safeguard their own important information security and reduce the vicious 
cyber-attacks, are vital for all the enterprise. This not only requires the improvements 
of cyber defense technology, more important is the information security measures can 
be effectively executed. Based on this background, COSO issued COSO in the Cyber 
Age in Jan 2015. The white paper puts forward that the cyber risk of any enterprise is 
not something which can be avoided. Instead, it must be managed to make the 
enterprise secure, vigilant and resilient. This white paper substantially leverages the 
2013 Internal Control-Integrated Framework to demonstrate how COSO can help 
manage cyber risks and controls. It brings a specific guiding idea for the enterprise 
application of this framework to manage cyber risks in the Information Age. 
At present, Ministry of Finance Accounting Division and Deloitte (China) have 
translated this paper cooperatively, but did not put forward any recommendations for 
our country. As for the enterprise cyber risk management, the Chinese government 
briefly mentioned in some relevant guidelines promulgated. Related scholars have 
made some recommendations on the basis of research to attempt to help enterprise 
carry out the cyber risk management. But because of highly-professional and 
industry-specific, many advanced methods are still in the phase of theoretical research, 
and the situation of the enterprise truly applied is still not optimistic. 
Based on the above, this article analyzes the serious threat caused by cyber risks 
to the enterprise, combs the relevant existing framework and international standards, 
and points out that the internal control of enterprise cyber risk have existed its 













control of enterprise cyber risk in the white paper issued by COSO in 2015,and 
analyzes its innovations. Finally, by analyzing the current situation of the enterprise 
cyber risk management, and comparing with our existing internal control guidelines, 
this article puts forward the proposal to perfect the internal control system 
construction of our country. At the same time, according to the characteristics of 
Chinese enterprise, this article emphasizes that the enterprise must realize the 
unavoidability of cyber risks, advocates to build a secure, vigilant and resilient 
enterprise through the good risk assessment, control activities and information 
&communication based on the control environment and monitoring activities. 
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在此背景下，美国 COSO 委员会于 2015 年 1 月发布了《网络时代的内部控

























品的应用和普及程度却毫不逊色。在对互联网络运用的方面，根据 2016 年 1 月
中国互联网络信息中心（CNNIC）发布的第 37 次《中国互联网络发展状况统计
报告》显示，“截止至 2015 年 12 月，我国网民规模达 6.88 亿人，其中手机网民
为 6.2 亿人，占总规模的 90%以上，互联网络普及规模达 50.3%，说明达半数的
国人已经成为了互联网的弄潮儿，2015年我国新增网民3951万人，增长率为6.1%，
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